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This PSTV'94 Symposium is the fourteenth of a series of annual meetings organized under the
auspices of IFIP W.G. 6.1, a Working Group dedicated to "Architectures and Protocols for
Computer Networks". This is the oldest and most established symposium in the emerging field
of protocol engineering which has spawn many international conferences including FORTE
(International Conference on Formal Description Tech niques), IWPTS (International Workshop
on Protocol Test Systems), ICNP (Interna tional Conference on Network Protocols) and CAY
(Conference on Computer-Aided Verification). The main objective of this PSTV symposium is
to provide a forum for researchers and practitioners in industry and academia interested in
advances in using formal methods and methodologies to specify, develop, test and verify
communication protocols and distributed systems. This year's PSTV symposium enjoys a nice
mixture of formal methods and practical issues in network protocols through the invited
addresses of three outstanding speakers, Ed Brinksma (University of Twente), Raj Jain (Ohio
State University) and David Tennenhouse (MIT) as well as 5 tutorials, in addition to 9 techni cal
sessions and two practical panel sessions. The 5 tutorials are offered on the first day in two
parallel tracks for intensive exposure on hot topics of current interest. This year, out of 51
submissions the Program Committee selected 18 regular papers (with an allotment of 16
pages in the Proceedings) and 9 mini-papers (of 8 pages).
As embedded systems become more and more complex, so does the challenge of enabling
fast and efficient communication between the various subsystems that make up a modern
embedded system. Facing this challenge from a practical standpoint, Communication Protocol
Engineering outlines a hands-on methodology for developing effective communication
protocols for large-scale systems. A Complete Roadmap This book brings together the leading
methods and techniques developed from state-of-the-art methodologies for protocol
engineering, from specification and description methods to cleanroom engineering and agile
methods. Popovic leads you from conceptualization of requirements to analysis, design,
implementation, testing, and verification. He covers the four main design languages:
specifications and description language (SDL); message sequence charts (MSCs); tree and
tabular combined notation (TTCN); and unified modeling language (UML). Practical Tools for
Real Skills Fully illustrated with more than 150 figures, this guide also serves as a finite state
machine (FSM) library programmer's reference manual. The author demonstrates how to build
an FSM library, explains the components of such a library, and applies the principles to FSM
library-based examples. Nowhere else are the fundamental principles of communication
protocols so clearly and effectively applied to real systems development than in
Communication Protocol Engineering. No matter in what stage of the process you find yourself,
this is the ideal tool to make your systems successful.
For more than a decade, researchers and engineers have been addressing the problem of the
application of formal description techniques to protocol specification, implementation, testing
and verification. This book identifies the many successes that have been achieved within the
industrial framework and the difficulties encountered in applying theoretical methods to
practical situations. Issues discussed include: testing and certification; verification; validation;
environments and automated tools; formal specifications; protocol conversion; implementation;
specification languages and models. Consideration is also given to the concerns surrounding
education available to students and the need to upgrade and develop this through sponsorship
of a study of an appropriate curriculum at both undergraduate and graduate levels. It is hoped
this publication will stimulate such support and inspire further research in this important arena.
This book is the combined proceedings of the latest IFIP Formal Description Techniques
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(FDTs) and Protocol Specification, Testing and Verification (PSTV) series. It addresses FDTs
applicable to communication protocols and distributed systems, with special emphasis on
standardised FDTs. It features state-of-the-art in theory, application, tools and industrialisation
of formal description.
Formal Description Techniques and Protocol Specification, Testing and Verification addresses
formal description techniques (FDTs) applicable to distributed systems and communication
protocols. It aims to present the state of the art in theory, application, tools and industrialization
of FDTs. Among the important features presented are: FDT-based system and protocol
engineering; FDT-application to distributed systems; Protocol engineering; Practical
experience and case studies. Formal Description Techniques and Protocol Specification,
Testing and Verification comprises the proceedings of the Joint International Conference on
Formal Description Techniques for Distributed Systems and Communication Protocols and
Protocol Specification, Testing and Verification, sponsored by the International Federation for
Information Processing, held in November 1998, Paris, France. Formal Description Techniques
and Protocol Specification, Testing and Verification is suitable as a secondary text for a
graduate-level course on Distributed Systems or Communications, and as a reference for
researchers and practitioners in industry.
Communication protocols form the operational basis of computer networks and
telecommunication systems. They are behavior conventions that describe how communication
systems interact with each other, defining the temporal order of the interactions and the
formats of the data units exchanged – essentially they determine the efficiency and reliability of
computer networks. Protocol Engineering is an important discipline covering the design,
validation, and implementation of communication protocols. Part I of this book is devoted to the
fundamentals of communication protocols, describing their working principles and implicitly
also those of computer networks. The author introduces the concepts of service, protocol,
layer, and layered architecture, and introduces the main elements required in the description of
protocols using a model language. He then presents the most important protocol functions.
Part II deals with the description of communication protocols, offering an overview of the
various formal methods, the essence of Protocol Engineering. The author introduces the
fundamental description methods, such as finite state machines, Petri nets, process calculi,
and temporal logics, that are in part used as semantic models for formal description
techniques. He then introduces one representative technique for each of the main description
approaches, among others SDL and LOTOS, and surveys the use of UML for describing
protocols. Part III covers the protocol life cycle and the most important development stages,
presenting the reader with approaches for systematic protocol design, with various verification
methods, with the main implementation techniques, and with strategies for their testing, in
particular with conformance and interoperability tests, and the test description language TTCN.
The author uses the simple data transfer example protocol XDT (eXample Data Transfer)
throughout the book as a reference protocol to exemplify the various description techniques
and to demonstrate important validation and implementation approaches. The book is an
introduction to communication protocols and their development for undergraduate and
graduate students of computer science and communication technology, and it is also a suitable
reference for engineers and programmers. Most chapters contain exercises, and the author's
accompanying website provides further online material including a complete formal description
of the XDT protocol and an animated simulation visualizing its behavior.
This well accepted book, now in its second edition, is a time-honoured revision and extension
of the previous edition. With improved organization and enriched contents, the book primarily
focuses on the concepts of design development of communication protocols or communication
software. Beginning with an overview of protocol engineering, the text analyzes important
topics such as • TCP/IP suite protocol structure. • Protocol specification. • Protocol
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specification languages like SDL, SPIN, Estelle, E-LOTOS, CPN, UML, etc. • Protocol
verification and validation techniques like semantic models and reachability analysis. •
Generating conformance test suite and its application to a running protocol implementation.
Audience Communication Protocol Engineering is purely a text dedicated to the undergraduate
students of electronics and communication engineering and computer engineering. The text is
also of immense use to the postgraduate students of communication systems. Highlights of
Second Edition • Incorporates latest and up-to-date information on the topics covered. •
Includes a large number of figures and examples for easy understanding of concepts. •
Presents some new sections like wireless protocol challenges, TCP protocol, verification of
TCP, test execution, test case derivation, etc. • Involves extension of protocol specification
languages like SPIN, Estelle, Uppaal etc.
This volume presents the latest research worldwide on communications protocols,
emphasizing specification and compliance testing. It presents the complete proceedings of the
fifteenth meeting on `Protocol Specification, Testing and Verification' arranged by the
International Federation for Information Processing.
FORTE/PSTV '97 addresses Formal Description Techniques (FDTs) applicable to Distributed
Systems and Communication Protocols (such as Estelle, LOTOS, SDL, ASN.1, TTCN, Z,
Automata, Process Algebra, Logic). The conference is a forum for presentation of the state-ofthe-art in theory, application, tools and industrialization of FDTs, and provides an excellent
orientation for newcomers.
Advances in Computers

The increasing number of computer networks has aroused users' interest in
many and various fields of applications, in how a computer network can be built,
and in how it may be used. The fundamental rules of computer networks are the
protocols. "A protocol is a set of rules that governs the operation of functional
units to achieve communication" [STA-86}. The book follows a practical approach
to protocol speci fication and testing, but at the same time it introduces clearly
and precisely the relevant theoretical fundamentals. The principal objectives of
this work are: to familiarize readers with communication protocols, to present the
main, formal description techniques, to apply various formal description
techniques to protocol specification and testing. It is considered that the
readership will primarily consist of protocol developers, protocol users, and all
who utilize protocol testers. Secondly the book is suggested for postgraduate
courses or other university courses dealing with communication networks and
data communication. A large part of the book provides a comprehensive
overview for managers; some parts are of especial interest to postal
organizations. The book consists of three parts: the first part introduces the OS!
Reference Model, it provides an overview of the most frequently used protocols
and explains the fundamentals of protocol testing. The second part familiarizes
readers with the methods used for protocol 5pecification, generation, and testing.
Finite-state machines, formal grammars, Petri nets and some speCification
languages (SDL, ESTELLE, LOTOS) are discussed in a pragmatic style. The
third part deals with applications.
This volume contains papers presented at the BCS-FACS Workshop on
Specification and Verification of Concurrent Systems held on 6-8 July 1988, at
the University of Stirling, Scotland. Specification and verification techniques are
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playing an increasingly important role in the design and production of practical
concurrent systems. The wider application of these techniques serves to identify
difficult problems that require new approaches to their solution and further
developments in specification and verification. The Workshop aimed to capture
this interplay by providing a forum for the exchange of the experience of
academic and industrial experts in the field. Presentations included: surveys,
original research, practical experi ence with methods, tools and environments in
the following or related areas: Object-oriented, process, data and logic based
models and specifi cation methods for concurrent systems Verification of
concurrent systems Tools and environments for the analysis of concurrent
systems Applications of specification languages to practical concurrent system
design and development. We should like to thank the invited speakers and all the
authors of the papers whose work contributed to making the Workshop such a
success. We were particularly pleased with the international response to our call
for papers. Invited Speakers Pierre America Philips Research Laboratories
University of Warwick Professor M. Joseph David Freestone British Telecom
Organising Committee Charles Rattray Dr Muffy Thomas Dr Simon Jones Dr
John Cooke Professor Ken Turner Derek Coleman Maurice Naftalin Dr Peter
Scharbach vi Preface We would like to aeknowledge the finaneial eontribution
made by SD-Sysems Designers pie, Camberley, Surrey.
Protocol Specification, Testing and Verification (PSTV) brings together
contributions from researchers and practitioners interested in the application of
formal methods to the design, description, analysis, implementation and testing
of complex and safety-critical systems such as distributed systems or
communication protocols and services. The 20 selected papers included in this
publication provide a comprehensive account of the current state-of-the-art in this
field. They consider, in particular, protocol engineering, improvement of formal
methods, verification and synthesis methods, conformance testing and
application to real case studies. Two invited papers complete the volume and
address the industrial applicability of the techniques. Researchers, computer
scientists and post-graduate students concerned with data communications and
computer networks should find the book offers a valuable insight into this rapidly
developing arena.
th The 20 anniversary of the IFIP WG6. 1 Joint International Conference on
Fonna! Methods for Distributed Systems and Communication Protocols (FORTE
XIII / PSTV XX) was celebrated by the year 2000 edition of the Conference,
which was held for the first time in Italy, at Pisa, October 10-13, 2000. In devising
the subtitle for this special edition --'Fonna! Methods Implementation Under Test'
--we wanted to convey two main concepts that, in our opinion, are reflected in the
contents of this book. First, the early, pioneering phases in the development of
Formal Methods (FM's), with their conflicts between evangelistic and agnostic
attitudes, with their over optimistic applications to toy examples and overskeptical views about scalability to industrial cases, with their misconceptions and
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myths . . . , all this is essentially over. Many FM's have successfully reached their
maturity, having been 'implemented' into concrete development practice: a
number of papers in this book report about successful experiences in specifYing
and verifYing real distributed systems and protocols. Second, one of the several
myths about FM's - the fact that their adoption would eventually eliminate the
need for testing - is still quite far from becoming a reality, and, again, this book
indicates that testing theory and applications are still remarkably healthy. A total
of 63 papers have been submitted to FORTEIPSTV 2000, out of which the
Programme Committee has selected 22 for presentation at the Conference and
inclusion in the Proceedings.
The book aims to enable the reader to master the engineering of communication
protocols, which are amply present nowadays in mobile phones, tablets, laptops,
smart appliances, and service providers’ datacenters and clouds. Readers will
acquire the theoretical knowledge and practical skills to successfully design,
implement, test, and verify their solutions. The key benefits of the new edition
align with the latest standard for conformance testing, TTCN-3, along with
updated chapters. It explains process algebra CSP and how to model, simulate,
and automatically verify CSP models in PAT.
It is becoming increasingly important that communication protocols be formally
specified and verified. This report describes a particular approach--the state
transition model--using a collection of mechanically supported specification nd
verification tools incorporated in a running system called Affirm. Although
developed for the specification of abstract data types and the verification of their
properties, the formalism embodied in Affirm can also express the concepts
underlying state transition machines. Such models easily express most of the
events occurring in protocol systems, including those of the users, their agent
processes, and the communication channels. The report reviews the basic
concepts of state transition models and the Affirm formalism and methodology,
and describes their union. A detailed example, the Alternating Bit Protocol,
illustrates various properties of interest for specification and verification. Other
examples explored using this formalism are briefly described and the
accumulated experience is discussed. (Author).
This complete guide to setting up and running a TCP/IP network is essential for
network administrators, and invaluable for users of home systems that access
the Internet. The book starts with the fundamentals -- what protocols do and how
they work, how addresses and routing are used to move data through the
network, how to set up your network connection -- and then covers, in detail,
everything you need to know to exchange information via the Internet.Included
are discussions on advanced routing protocols (RIPv2, OSPF, and BGP) and the
gated software package that implements them, a tutorial on configuring important
network services -- including DNS, Apache, sendmail, Samba, PPP, and DHCP
-- as well as expanded chapters on troubleshooting and security. TCP/IP Network
Administration is also a command and syntax reference for important packages
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such as gated, pppd, named, dhcpd, and sendmail.With coverage that includes
Linux, Solaris, BSD, and System V TCP/IP implementations, the third edition
contains: Overview of TCP/IP Delivering the data Network services Getting
startedM Basic configuration Configuring the interface Configuring routing
Configuring DNS Configuring network servers Configuring sendmail Configuring
Apache Network security Troubleshooting Appendices include dip, ppd, and chat
reference, a gated reference, a dhcpd reference, and a sendmail reference This
new edition includes ways of configuring Samba to provide file and print sharing
on networks that integrate Unix and Windows, and a new chapter is dedicated to
the important task of configuring the Apache web server. Coverage of network
security now includes details on OpenSSH, stunnel, gpg, iptables, and the
access control mechanism in xinetd. Plus, the book offers updated information
about DNS, including details on BIND 8 and BIND 9, the role of classless IP
addressing and network prefixes, and the changing role of registrars.Without a
doubt, TCP/IP Network Administration, 3rd Edition is a must-have for all network
administrators and anyone who deals with a network that transmits data over the
Internet.
Formal methods is the term used to describe the specification and verification of
software and software systems using mathematical logic. Various methodologies
have been developed and incorporated into software tools. An important
subclass is distributed systems. There are many books that look at particular
methodologies for such systems, e.g. CSP, process algebra. This book offers a
more balanced introduction for graduate students that describes the various
approaches, their strengths and weaknesses, and when they are best used.
Milner's CCS and its operational semantics are introduced, together with notions
of behavioural equivalence based on bisimulation techniques and with variants of
Hennessy-Milner modal logics. Later in the book, the presented theories are
extended to take timing issues into account. The book has arisen from various
courses taught in Iceland and Denmark and is designed to give students a broad
introduction to the area, with exercises throughout.
Hardbound. This book covers research in protocol theory and analysis,
specification and formal models of protocols, protocol validation and verification,
performance analysis of protocols, and protocol design implementation and
testing.Main Features: 1. Broad coverage of the research in the area of computer
communication protocols. 2. A combination of theoretical and experimental
research on protocol modelling, design, analysis, synthesis, verification and
testing. 3. A description of international research activities conducted by leading
researchers in the field from over 13 countries.
Increasingly numerous and complex communication protocols are being
employed in distributed systems and computer networks of all types. This Note
describes some of the more formal techniques that are being developed to
facilitate design of correct protocols. Our major conclusion is that it is vital to
specify the services provided by a protocol layer in addition to specifying the
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cooperating protocol entities which make up the layer. We develop service
specifications of several representative protocols by using formal techniques from
software engineering such as abstract machines and buffer histories. A survey of
protocol verification methods and a bibliography indexed by key phrases are also
provided. (Author).
Communication protocols are rules whereby meaningful communication can be exchanged
between different communicating entities. In general, they are complex and difficult to design
and implement. Specifications of communication protocols written in a natural language (e.g.
English) can be unclear or ambiguous, and may be subject to different interpretations. As a
result, independent implementations of the same protocol may be incompatible. In addition, the
complexity of protocols make them very hard to analyze in an informal way. There is, therefore,
a need for precise and unambiguous specification using some formal languages. Many
protocol implementations used in the field have almost suffered from failures, such as
deadlocks. When the conditions in which the protocols work correctly have been changed,
there has been no general method available for determining how they will work under the new
conditions. It is necessary for protocol designers to have techniques and tools to detect errors
in the early phase of design, because the later in the process that a fault is discovered, the
greater the cost of rectifying it. Protocol verification is a process of checking whether the
interactions of protocol entities, according to the protocol specification, do indeed satisfy
certain properties or conditions which may be either general (e.g., absence of deadlock) or
specific to the particular protocol system directly derived from the specification. In the 80s, an
ISO (International Organization for Standardization) working group began a programme of
work to develop formal languages which were suitable for Open Systems Interconnection
(OSI). This group called such languages Formal Description Techniques (FDTs). Some of the
objectives of ISO in developing FDTs were: enabling unambiguous, clear and precise
descriptions of OSI protocol standards to be written, and allowing such specifications to be
verified for correctness. There are two FDTs standardized by ISO: LOTOS and Estelle.
Communication Protocol Specification and Verification is written to address the two issues
discussed above: the needs to specify a protocol using an FDT and to verify its correctness in
order to uncover specification errors in the early stage of a protocol development process. The
readership primarily consists of advanced undergraduate students, postgraduate students,
communication software developers, telecommunication engineers, EDP managers,
researchers and software engineers. It is intended as an advanced undergraduate or
postgraduate textbook, and a reference for communication protocol professionals.
Formal Methods for Protocol Engineering and Distributed Systems addresses formal
description techniques (FDTs) applicable to distributed systems and communication protocols.
It aims to present the state of the art in theory, application, tools an industrialization of FDTs.
Among the important features presented are: FDT-based system and protocol engineering;
FDT application to distributed systems; Protocol engineeering; Practical experience and case
studies. Formal Methods for Protocol Engineering and Distributed Systems contains the
proceedings of the Joint International Conference on Formal Description Techniques for
Distributed Systems and Communication Protocols and Protocol Specification, Testing, and
Verification, which was sponsored by the International Federation for Information Processing
(IFIP) and was held in Beijing, China, in October 1999. This volume is suitable as a secondary
text for a graduate level course on Distributed Systems or Communications, and as a
reference for researchers and industry practitioners.
High-level Petri nets are now widely used in both theoretical analysis and practical modelling of
concurrent systems. The main reason for the success of this class of net models is that they
make it possible to obtain much more succinct and manageable de scriptions than can be
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obtained by means of low-level Petri nets-while, on the other hand, they still offer a wide range
of analysis methods and tools. The step from low-level nets to high-level nets can be
compared to the step from assembly languages to modem programming languages with an
elaborated type concept. In low-level nets there is only one kind of token and this means that
the state of a place is described by an integer (and in many cases even by a boolean value). In
high-level nets each token can carry complex information which, e. g. , may describe the entire
state of a process or a data base. Today most practical applications of Petri nets use one of
the different kinds of high-level nets. A considerable body of knowledge exists about high-level
Petri nets this includes theoretical foundations, analysis methods and many applications.
Unfortunately, the papers on high-level Petri nets have been scattered throughout various
journals and collections. As a result, much of this knowledge is not readily available to people
who may be interested in using high-level nets.
Researchers and practitioners concerned with the application of formal methods to the design,
description, analysis, implementation and testing of open systems contributed to this book. It is
the ninth in a successful series of annual volumes.
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