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Information Security Management Principles Bcs
Until recently, if it has been considered at all in the context of business continuity, cyber
security may have been thought of in terms of disaster recovery and little else. Recent events
have shown that cyber-attacks are now an everyday occurrence, and it is becoming clear that
the impact of these can have devastating effects on organizations whether large or small,
public or private sector. Cyber security is one aspect of information security, since the impacts
or consequences of a cyber-attack will inevitably damage one or more of the three pillars of
information security: the confidentiality, integrity or availability of an organization’s information
assets. The main difference between information security and cyber security is that while
information security deals with all types of information assets, cyber security deals purely with
those which are accessible by means of interconnected electronic networks, including the
Internet. Many responsible organizations now have robust information security, business
continuity and disaster recovery programs in place, and it is not the intention of this book to rewrite those, but to inform organizations about the kind of precautions they should take to stave
off successful cyber-attacks and how they should deal with them when they arise in order to
protect the day-to-day businesses.
The only official, comprehensive reference guide to the CISSP All new for 2019 and beyond,
this is the authoritative common body of knowledge (CBK) from (ISC)2 for information security
professionals charged with designing, engineering, implementing, and managing the overall
information security program to protect organizations from increasingly sophisticated attacks.
Vendor neutral and backed by (ISC)2, the CISSP credential meets the stringent requirements
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of ISO/IEC Standard 17024. This CBK covers the new eight domains of CISSP with the
necessary depth to apply them to the daily practice of information security. Written by a team
of subject matter experts, this comprehensive reference covers all of the more than 300 CISSP
objectives and sub-objectives in a structured format with: • Common and good practices for
each objective • Common vocabulary and definitions • References to widely accepted
computing standards • Highlights of successful approaches through case studies Whether
you've earned your CISSP credential or are looking for a valuable resource to help advance
your security career, this comprehensive guide offers everything you need to apply the
knowledge of the most recognized body of influence in information security.
This book covers the various types of cyber threat and explains what you can do to mitigate
these risks and keep your data secure. The book is crucial reading for businesses wanting to
better understand security risks and ensure the safety of organisational and customer data.
Information risk management (IRM) is about identifying, assessing and prioritising risks to keep
information secure and available. This accessible book is a practical guide to understanding
the principles of IRM and developing a strategic approach to an IRM programme. It also
includes a chapter on applying IRM in the public sector. It is the only textbook for the BCS
Practitioner Certificate in Information Risk Management.
Cyber Attacks, Student Edition, offers a technical, architectural, and management approach to
solving the problems of protecting national infrastructure. This approach includes controversial
themes such as the deliberate use of deception to trap intruders. This volume thus serves as
an attractive framework for a new national strategy for cyber security. A specific set of criteria
requirements allows any organization, such as a government agency, to integrate the
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principles into their local environment. In this edition, each principle is presented as a separate
security strategy and illustrated with compelling examples. The book adds 50-75 pages of new
material aimed specifically at enhancing the student experience and making it more attractive
for instructors teaching courses such as cyber security, information security, digital security,
national security, intelligence studies, technology and infrastructure protection. It now also
features case studies illustrating actual implementation scenarios of the principles and
requirements discussed in the text, along with a host of new pedagogical elements, including
chapter outlines, chapter summaries, learning checklists, and a 2-color interior. Furthermore, a
new and complete ancillary package includes test bank, lesson plans, PowerPoint slides, case
study questions, and more. This text is intended for security practitioners and military
personnel as well as for students wishing to become security engineers, network operators,
software designers, technology managers, application developers, etc. Provides case studies
focusing on cyber security challenges and solutions to display how theory, research, and
methods, apply to real-life challenges Utilizes, end-of-chapter case problems that take chapter
content and relate it to real security situations and issues Includes instructor slides for each
chapter as well as an instructor’s manual with sample syllabi and test bank
This book explains data quality management in practical terms, focusing on three key areas the nature of data in enterprises, the purpose and scope of data quality management, and
implementing a data quality management system, in line with ISO 8000-61. Examples of good
practice in data quality management are also included.
Organisations increasingly view data as a valuable corporate asset and its effective
management can be vital to an organisation's success. This professional reference guide
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covers all the key areas including database development, data quality and corporate data
modelling. It is not based on a particular proprietary system; it is business focused, providing
the knowledge and techniques required to successfully implement the data management
function.
Large-scale data loss continues to make headline news, highlighting the need for stringent
data protection policies, especially when personal or commercially sensitive information is at
stake. This book provides detailed analysis of current data protection laws and discusses
compliance issues, enabling the reader to construct a platform on which to build internal
compliance strategies. The author is chair of the National Association of Data Protection
Officers (NADPO).
This book gathers and analyzes the latest attacks, solutions, and trends in mobile networks. Its
broad scope covers attacks and solutions related to mobile networks, mobile phone security,
and wireless security. It examines the previous and emerging attacks and solutions in the
mobile networking worlds, as well as other pertinent security issues. The many attack samples
present the severity of this problem, while the delivered methodologies and countermeasures
show how to build a truly secure mobile computing environment.
Computational thinking (CT) is a timeless, transferable skill that enables you to think more
clearly and logically, as well as a way to solve specific problems. With this book you'll learn to
apply computational thinking in the context of software development to give you a head start
on the road to becoming an experienced and effective programmer.
VeriSM: Unwrapped and Applied, the second volume within the VeriSM series, extends the
information in the first volume VeriSM: A Service Management Approach for the Digital Age. It
Page 4/20

Access Free Information Security Management Principles Bcs
shows how VeriSM applies to the digitally transforming organization. This includes information
around what digital transformation is, approaches to digital transformation and its implications
for the entire organization, especially the people. The book explains how to use the VeriSM
model, describing the steps to develop, maintain and use the Management Mesh to deliver a
new or changed product or service. Within this content, a case study is used to illustrate how to
apply the model for each stage and to show the expected outcomes. Implications for the entire
organization are stressed throughout the entire volume, reinforcing the concepts of enterprise
strategy tying together the organizational capabilities to produce consumer-focused products
and services. The second part of the book also includes a wealth of case studies, stories and
interviews from organizations and individuals who have a digital transformation journey to
share. VeriSM early adopters from around the world provide more information about how they
are applying the guidance.
In today's technology-driven environment, there is an ever-increasing demand for information
delivery. A compromise has to be struck between security and availability. This book is a
pragmatic guide to information assurance for both business professionals and technical
experts. The second edition includes the security of cloud-based resources and the contents
have been revised to reflect the changes to the BCS Certification in Information Security
Management Principles which the book supports.
In today’s technology-driven environment, there is an ever-increasing demand for information
delivery. A compromise has to be struck between security and availability. This book is a
pragmatic guide to information assurance for both business professionals and technical
experts. The second edition includes the security of cloud-based resources and the contents
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have been revised to reflect the changes to the BCS Certification in Information Security
Management Principles which the book supports.
As part of the Syngress Basics series, The Basics of Information Security provides you with
fundamental knowledge of information security in both theoretical and practical aspects. Author
Jason Andress gives you the basic knowledge needed to understand the key concepts of
confidentiality, integrity, and availability, and then dives into practical applications of these
ideas in the areas of operational, physical, network, application, and operating system security.
The Basics of Information Security gives you clear-non-technical explanations of how infosec
works and how to apply these principles whether you're in the IT field or want to understand
how it affects your career and business. The new Second Edition has been updated for the
latest trends and threats, including new material on many infosec subjects. Learn about
information security without wading through a huge textbook Covers both theoretical and
practical aspects of information security Provides a broad view of the information security field
in a concise manner All-new Second Edition updated for the latest information security trends
and threats, including material on incident response, social engineering, security awareness,
risk management, and legal/regulatory issues
Understanding cybersecurity principles and practices is vital to all users of IT systems and
services, and is particularly relevant in an organizational setting where the lack of security
awareness and compliance amongst staff is the root cause of many incidents and breaches. If
these are to be addressed, there needs to be adequate support and provision for related
training and education in order to ensure that staff know what is expected of them and have
the necessary skills to follow through. Cybersecurity Education for Awareness and Compliance
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explores frameworks and models for teaching cybersecurity literacy in order to deliver effective
training and compliance to organizational staff so that they have a clear understanding of what
security education is, the elements required to achieve it, and the means by which to link it to
the wider goal of good security behavior. Split across four thematic sections (considering the
needs of users, organizations, academia, and the profession, respectively), the chapters will
collectively identify and address the multiple perspectives from which action is required. This
book is ideally designed for IT consultants and specialist staff including chief information
security officers, managers, trainers, and organizations.
In today's technology-driven environment, there is an ever-increasing demand for information
delivery. A compromise has to be struck between security and availability. This book is a
pragmatic guide to information assurance for both business professionals and technical
experts. The third edition has been updated to reflect changes in the IT security landscape and
updates to the BCS Certification in Information Security Management Principles, which the
book supports.

Cybersecurity threats are on the rise. As a leader, you need to be prepared to keep
your organization safe. Companies are investing an unprecedented amount of money
to keep their data and assets safe, yet cyberattacks are on the rise--and the problem is
worsening. No amount of technology, resources, or policies will reverse this trend. Only
sound governance, originating with the board, can turn the tide. Protection against
cyberattacks can't be treated as a problem solely belonging to an IT or cybersecurity
department. It needs to cast a wide and impenetrable net that covers everything an
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organization does--from its business operations, models, and strategies to its products
and intellectual property. And boards are in the best position to oversee the needed
changes to strategy and hold their companies accountable. Not surprisingly, many
boards aren't prepared to assume this responsibility. In A Leader's Guide to
Cybersecurity, Thomas Parenty and Jack Domet, who have spent over three decades
in the field, present a timely, clear-eyed, and actionable framework that will empower
senior executives and board members to become stewards of their companies'
cybersecurity activities. This includes: Understanding cyber risks and how best to
control them Planning and preparing for a crisis--and leading in its aftermath Making
cybersecurity a companywide initiative and responsibility Drawing attention to the
nontechnical dynamics that influence the effectiveness of cybersecurity measures
Aligning the board, executive leadership, and cybersecurity teams on priorities Filled
with tools, best practices, and strategies, A Leader's Guide to Cybersecurity will help
boards navigate this seemingly daunting but extremely necessary transition.
This guide provides practical insight into the world of software testing, explaining the
basic steps of the testing process and how to perform effective tests. It also presents an
overview of different techniques, both dynamic and static, and how to apply them.
This book covers the service continuity and availability management, incident
management and problem management processes, which are contained in clauses 6.3
and 8 of ISO/IEC 20000. It explains the role of these processes in keeping the
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customer's service going, ranging from continuity planning through to the fast-fixing of
incidents. It compares the processes and describes how they interface with each other.
It includes example metrics and audit evidence, with practical tips and techniques that
will help a service provider achieve the requirements.
Industry 4.0 refers to fourth generation of industrial activity characterized by smart
systems and internet-based solutions. This book describes the fourth revolution based
on instrumented, interconnected and intelligent assets. The different book chapters
provide a perspective on technologies and methodologies developed and deployed
leading to this concept. With an aim to increase performance, productivity and flexibility,
major application area of maintenance through smart system has been discussed in
detail. Applicability of 4.0 in transportation, energy and infrastructure is explored, with
effects on technology, organisation and operations from a systems perspective.
Making user experience (UX) the core of software development aims to enhance
customer satisfaction, resulting in more sales, more returning customers and a stronger
brand presence. This book provides a reasoned and authoritative description of what
UX is, why it works, what tools and techniques are involved, and how it fits in the
software development process, in line with the BCS Foundation Certificate in User
Experience and ISO 9241-210.
Professional IT practitioners need not only the appropriate technical skills, but also a
broad understanding of the context in which they operate. This book provides a unique
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introduction to: social, legal, financial, organizational and ethical issues in the context of
the IT industry; the role of professional codes of conduct and ethics; and key legislation.
It is designed to accompany the BCS Professional Examination Core Diploma Module:
Professional Issues in Information Systems Practice.
This revised third edition presents the subject with the help of learning objectives (LO)
guided by Bloom's Taxonomy and supports outcome-based learning. It discusses
concepts from elementary to advanced levels with focus on mathematical preliminaries.
Numerous solved examples, algorithms, illustrations & usage of fictitious characters
make the text interesting and simple to read. Salient Features: Dedicated section on
Elementary Mathematics Pseudo codes used to illustrate implementation of algorithm
Includes new topics on Shannon's theory and Perfect Secrecy, Unicity Distance and
Redundancy of Language Interesting elements introduced through QR codes Solutions to select chapter-end problems (End of every chapter) - 19 Proofs of
theorems (Appendix Q) - Secured Electronic Transaction (Appendix R) Enhanced
Pedagogical Features: - Solved Examples: 260 - Exercises: 400 - Review Questions:
200 - Illustration: 400
This is the ultimate guide to protect your data on the web. From passwords to opening
emails, everyone knows what they should do but do you do it?'A must read for anyone
looking to upskill their cyber awareness,' Steve Durbin, Managing Director, Information
Security ForumTons of malicious content floods the internet which can compromise
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your system and your device, be it your laptop, tablet or phone.•How often do you
make payments online? •Do you have children and want to ensure they stay safe
online? •How often do you sit at a coffee shop and log onto their free WIFI? •How often
do you use social media on the train or bus? If you believe using an antivirus software
will keep devices safe... you are wrong. This book will guide you and provide solutions
to avoid common mistakes and to combat cyber attacks.This Guide covers areas such
as:•Building resilience into our IT Lifestyle•Online Identity•Cyber Abuse: Scenarios and
Stories•Protecting Devices•Download and share•Gaming, gamble and travel•Copycat
websites•I Spy and QR Codes•Banking, apps and PasswordsIncludes chapers from
Nick Wilding, General Manager at AXELOS, Tim Mitchell, Content Director at Get Safe
Online, Maureen Kendal, Director at Cybercare, Nick Ioannou, Founder of Boolean
Logical, and CYBERAWARE.'Conquer the Web is a full and comprehensive read for
anyone wanting to know more about cyber-security. It takes it time to explain the many
acronyms and jargon that are associated with our industry, and goes into detail where
necessary.' Sarah Jane MD of Layer8 Ltd'Online fraud, cyber bullying, identity theft and
these are the unfortunate by products of the cyber age. The challenge is how do we
protect ourselves in the online world? Conquer the Web provides practical guidance in
an easy to understand language that allows readers to take a small number of steps
that will greatly increase their online security. A must read for anyone looking to upskill
their cyber awareness.' Steve Durbin MD of Information Security Forum Limited
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This text explains the principles of IT-related project management,
includingproject planning, monitoring and control, change management, risk
management, and communication between project stakeholders.
In this groundbreaking book, Michele Weiner-Davis gives straightforward,
effective advice on preventing divorce and how couples can stay together instead
of coming apart. Using case histories to illustrate her marriage-enriching, divorcepreventing techniques, which can be used even if only one partner participates,
Weiner-Davis shows readers: * How to leave the past behind and set attainable
goals * Strategies for identifying problem-solving behavior that works—and how to
make changes last * "Uncommon-sense" methods for breaking unproductive
patterns Inspirational and accessible, Divorce Busting shows readers in pain that
working it out is better than getting out.
This book serves as a security practitioner’s guide to today’s most crucial issues
in cyber security and IT infrastructure. It offers in-depth coverage of theory,
technology, and practice as they relate to established technologies as well as
recent advancements. It explores practical solutions to a wide range of cyberphysical and IT infrastructure protection issues. Composed of 11 chapters
contributed by leading experts in their fields, this highly useful book covers
disaster recovery, biometrics, homeland security, cyber warfare, cyber security,
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national infrastructure security, access controls, vulnerability assessments and
audits, cryptography, and operational and organizational security, as well as an
extensive glossary of security terms and acronyms. Written with instructors and
students in mind, this book includes methods of analysis and problem-solving
techniques through hands-on exercises and worked examples as well as
questions and answers and the ability to implement practical solutions through
real-life case studies. For example, the new format includes the following
pedagogical elements: • Checklists throughout each chapter to gauge
understanding • Chapter Review Questions/Exercises and Case Studies •
Ancillaries: Solutions Manual; slide package; figure files This format will be
attractive to universities and career schools as well as federal and state
agencies, corporate security training programs, ASIS certification, etc. Chapters
by leaders in the field on theory and practice of cyber security and IT
infrastructure protection, allowing the reader to develop a new level of technical
expertise Comprehensive and up-to-date coverage of cyber security issues
allows the reader to remain current and fully informed from multiple viewpoints
Presents methods of analysis and problem-solving techniques, enhancing the
reader's grasp of the material and ability to implement practical solutions
Adopting an Agile approach can revolutionize the way business analysts work. It
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enables clearer vision and success measure definitions, better stakeholder
engagement and a greater understanding of customer needs, amongst other
benefits. This book provides a comprehensive introduction to Agile
methodologies and explains these in the context of business analysis. It is ideal
for business analysts wanting to learn Agile practices, working in an Agile
environment, or undertaking Agile certifications.
Information Security Management PrinciplesBCS, The Chartered Institute for IT
Business analysts must respond to the challenges of today's highly competitive
global economy by developing practical, creative and financially sound solutions
and this excellent guide gives them the necessary tools. It is also ideal for
students wanting to gain university and industry qualifications. This new edition
includes expanded discussions regarding gap analysis and benefits
management, the impact of Agile software development and an introduction to
business architecture.
How do you create that unique experience for your business that keeps
customers coming back? Isn't there some step-by-step guide that will just lead
you through the process? Companies that have created, and continually offer,
exceptional experiences for their customers understand that it takes the complete
alignment of the Brand, Culture, and Strategy. Some apply these success
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principles consciously while others do it instinctually. Through business success
stories, some clever analogies, and a few tales about situations that didn't go that
well, The Formula for Business Success = B + C + S provides the framework to
build a great organization. Create your unique B + C + S alignment by building
the proper image for your current and prospective customers, developing an
experience for and through your employees, and implementing tactics that drive
more of the right business to your business.
Research suggests that between 60-75% of all information security incidents are
the result of a lack of knowledge and/or understanding amongst an organization's
own staff. And yet the great majority of money spent protecting systems is
focused on creating technical defences against external threats. Angus
McIlwraith's book explains how corporate culture affects perceptions of risk and
information security, and how this in turn affects employee behaviour. He then
provides a pragmatic approach for educating and training employees in
information security and explains how different metrics can be used to assess
awareness and behaviour. Information security awareness will always be an
ongoing struggle against complacency, problems associated with new systems
and technology, and the challenge of other more glamorous and often short term
priorities. Information Security and Employee Behaviour will help you develop the
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capability and culture that will enable your organization to avoid or reduce the
impact of unwanted security breaches.
This new text provides students the knowledge and skills they will need to compete for
and succeed in the information security roles they will encounter straight out of college.
This is accomplished by providing a hands-on immersion in essential system
administration, service and application installation and configuration, security tool use,
TIG implementation and reporting. It is designed for an introductory course on IS
Security offered usually as an elective in IS departments in 2 and 4 year schools. It is
not designed for security certification courses.
For many companies, their intellectual property can often be more valuable than their
physical assets. Having an effective IT governance strategy in place can protect this
intellectual property, reducing the risk of theft and infringement. Data protection, privacy
and breach regulations, computer misuse around investigatory powers are part of a
complex and often competing range of requirements to which directors must respond.
There is increasingly the need for an overarching information security framework that
can provide context and coherence to compliance activity worldwide. IT Governance is
a key resource for forward-thinking managers and executives at all levels, enabling
them to understand how decisions about information technology in the organization
should be made and monitored, and, in particular, how information security risks are
best dealt with. The development of IT governance - which recognises the convergence
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between business practice and IT management - makes it essential for managers at all
levels, and in organizations of all sizes, to understand how best to deal with information
security risk. The new edition has been full updated to take account of the latest
regulatory and technological developments, including the creation of the International
Board for IT Governance Qualifications. IT Governance also includes new material on
key international markets - including the UK and the US, Australia and South Africa.
This Dictionary is an invaluable resource for people grappling with security terminology
for the first time. Rather than a dry technical dictionary, the book is written in an
accessible style that enables managers and novices to quickly grasp the meaning of
information security terms. Example definitions: 'Bluesnarfing an attack on a Bluetooth
enabled device that allows download of all contact details along with other information
without leaving any trace of the attack.' 'Digital certificate (sometimes called a Server
ID) is an encrypted file that attests to the authenticity of the owner of a public key, used
in public key encryption; the certificate is created by a trusted third party known as a
certificate authority (CA). The digital certificate is proven to be authentic because it
decrypts correctly using the public key of the CA.' 'Pharming Criminal activity resulting
in users being redirected from entered, correct website address t
In a world that is demanding 24/7 availability of information and using increasingly
complex types of technology, there are growing risks to information and its security. A
compromise has to be struck between security of information and its availability. This
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book, and the ISEB 'Information Security Management Principles' qualification which it
supports, provide significant first steps along the path of dealing with information
security in a pragmatic and comprehensive manner.
Software development is becoming recognised more and more as an essential skill and
profession in today's increasingly digital world. This book is a pragmatic guide to
software development in practice. It explores the inner workings of software
development in the context of the industry, covering good practice for software
developers and providing you with tools and practical understanding you'll need to take
your first steps within the software development world.
Create appropriate, security-focused business propositions that consider the balance
between cost, risk, and usability, while starting your journey to become an information
security manager. Covering a wealth of information that explains exactly how the
industry works today, this book focuses on how you can set up an effective information
security practice, hire the right people, and strike the best balance between security
controls, costs, and risks. Practical Information Security Management provides a wealth
of practical advice for anyone responsible for information security management in the
workplace, focusing on the ‘how’ rather than the ‘what’. Together we’ll cut through
the policies, regulations, and standards to expose the real inner workings of what
makes a security management program effective, covering the full gamut of subject
matter pertaining to security management: organizational structures, security
Page 18/20

Access Free Information Security Management Principles Bcs
architectures, technical controls, governance frameworks, and operational security.
This book was not written to help you pass your CISSP, CISM, or CISMP or become a
PCI-DSS auditor. It won’t help you build an ISO 27001 or COBIT-compliant security
management system, and it won’t help you become an ethical hacker or digital
forensics investigator – there are many excellent books on the market that cover these
subjects in detail. Instead, this is a practical book that offers years of real-world
experience in helping you focus on the getting the job done. What You Will Learn Learn
the practical aspects of being an effective information security manager Strike the right
balance between cost and risk Take security policies and standards and make them
work in reality Leverage complex security functions, such as Digital Forensics, Incident
Response and Security Architecture Who This Book Is For“/div>divAnyone who wants
to make a difference in offering effective security management for their business. You
might already be a security manager seeking insight into areas of the job that you’ve
not looked at before, or you might be a techie or risk guy wanting to switch into this
challenging new career. Whatever your career goals are, Practical Security
Management has something to offer you.
PART OF THE JONES & BARTLETT LEARNING INFORMATION SYSTEMS
SECURITY & ASSURANCE SERIES Revised and updated with the latest information
from this fast-paced field, Fundamentals of Information System Security, Second
Edition provides a comprehensive overview of the essential concepts readers must
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know as they pursue careers in information systems security. The text opens with a
discussion of the new risks, threats, and vulnerabilities associated with the
transformation to a digital world, including a look at how business, government, and
individuals operate today. Part 2 is adapted from the Official (ISC)2 SSCP Certified
Body of Knowledge and presents a high-level overview of each of the seven domains
within the System Security Certified Practitioner certification. The book closes with a
resource for readers who desire additional material on information security standards,
education, professional certifications, and compliance laws. With its practical,
conversational writing style and step-by-step examples, this text is a must-have
resource for those entering the world of information systems security. New to the
Second Edition: - New material on cloud computing, risk analysis, IP mobility,
OMNIBus, and Agile Software Development. - Includes the most recent updates in
Information Systems Security laws, certificates, standards, amendments, and the
proposed Federal Information Security Amendments Act of 2013 and HITECH Act. Provides new cases and examples pulled from real-world scenarios. - Updated data,
tables, and sidebars provide the most current information in the field.
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